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The recent advancesf@in the area of mobile computifig presenfj wireless networks that can

be deployed instantl{ without any fixed infrastructure. Such fetworks, also referred to as

ad hoc ﬂEtWGI'kS, 1 he utilized in 1111'1ill*i']'n; Pl‘h]f:" 1 business and many other

environments. Reactive routing protocols are Ad-Hoc protocols that consist of two basic
mechanisms, route discovery and route maintenance. These protocols employ caching
mechanisms that cache routes to arbitrary destinations in the network, for future use.
When a stale cached route (invalid route) is used, route maintenance eventually occurs.
During route maintenance, packets may drop causing throughput degradation. The time
taken to maintain the route is unnecessary lost time that increases latency.

DSR relies mostly on route maintenance to improve the validity of cached routes. On the
other hand, AODV mostly relies on route discovery for the same purpose. Because of this,

AODV outperforms DSR with small transfers. In order to reduce the effect of route



XV

maintenance caused by invalid routes on DSR’s throughput and delay, two solutions are
proposed. One solution is to increase the validity of multiple routes using WEN, another
is to apply one factor of the two factors of AODV’s caching mechanism (one entry per
destination, preferring fresher routes) on DSR by disabling the multiple path feature of
DSR. In addition to that, we study the suitability of integrating a caching mechanism
within route maintenance.

The results show that applying a caching mechanism which mostly relies on route
maintenance, such as DSR, is not suitable for all environments, rather, environments with
long-lived connections. A caching mechanism that places more effort on route discovery,
such as AODV, is a more suitable caching mechanism with small transfers. Applying one

factor of the AQDV,

ths, on DSR provides an

improvement on thrglighput and a 30% improvement on deldy caused by invalid routes

on all small-lived cofinections. The remaining factor effecting DSR’s performance is its

a

inability to prefer frefhersouies. Jiis highly of would further improve if

it preferred fresher routes.



Introduction

Mobile computing has become extremely popular over the recent vears. Improved
computer-based applications are being offered to an increasing part of the population
due to the nonstop miniaturization of mobile computing devices and the surprising rise
of processing power existing in mobile laptop computers.

A Mobile Ad Hoc Network (MANET) is an autonomous system of mobile nodes
(simultaneously hosts and routers) connected by wireless links. The mobile nodes are
free to move randomly and organize themselves arbitrarily. Thus, the topology of the
network may change rapidly and unpredictably. Such a network may operate in a
standalone fashion, or may be connected to the larger Internet [12]. Developing a
dynamic routing protocol that is capable of finding routes between two communicating
nodes efficientl§y ncern in de dHOC NG vorks. This routing protocol

must adapt tofthe reasonably high degree of node mapility that frequently causes

significant and i agy.
Example appliGa : . i clude students using laptop
computers to participate in an interactive lecture, business associates sharing
information during a meeting, home networking, embedded computing applications,
soldiers relaying information on the battlefield, and emergency services such as disaster
relief personnel coordinating efforts after an earthquake [15].

The ad hoc routing protocols can be divided into two categories: proactive and reactive
routing based on when and how the routes are discovered. Further elaboration of these
two categories can be found in Section 2. In proactive routing protocols, each node
maintains one or more tables containing routing information to every other node in the

network. It has the advantage of communication with arbitrary destinations experience

minimal initial delay, but suffers from additional control traffic to constantly update



stale route entries. Destination-Sequenced Distance Vector (DSDV) [22] is an example
of a proactive protocol.

Reactive protocols take a lazy approach to routing. The routes are created as and when
required. These protocols consist of two basic mechanisms: route discovery and route
maintenance. These two mechanisms are described in detail in Section 2.2. Nodes in
reactive protocols only maintain info about active routes to specific destinations.
Reactive protocols may use far less bandwidth for maintaining the route tables at each
node, but the latency for many applications will increase because a route will have to be
acquired before communication can begin. Ad Hoc On-demand Distance Vector
(AODV) [20] and Dynamic Source Routing (DSR) [7] are examples of reactive

protocols.

Previous studie§ [2][5][13] have shown that reactive (on-demand) routing protocols are
more efficient than proactive protocols in terms of high throughput and low overhead

especially wit :;b&e..;ﬁﬂhilit}'_ Reatti.\.-'&--i}rc;fﬂcﬁis (e.2 |DSR, AODV) robust route

maintenance mechanisms that deal with frequent route breaks and avoid unnecessary
route discovery floods by employing efficient route caching mechanisms [30]. A
caching mechanism may reduce latency and overhead by providing immediate routes to
arbitrary destinations across the network. This is only true if the routes in the caches

actually reflect the network topology.

1 Motivation
Researchers of [14] [30] show that the performance of a reactive protocol can highly
depend on the employed caching mechanism. The efficiency of the caching mechanism

is an essential factor. One other factor is the suitability of the basic mechanism (i.e.



relationship also causes DSR to outperform AODV with long-lived connections. We
apply a partial imitation of the ACDV caching mechanism on DSR for this purpose.
This thesis will show the effect of caching mechanisms on the route maintenance
mechanism and the effect of route maintenance on caches by applyving modifications to
DSR, one of two well known reactive routing protocols, AODV and DSR.

This thesis provides the following contributions:

I. A study defining the suitability of applying a caching mechanism on a reactive
routing protocol by integrating that mechanism within the route maintenance process. A
caching mechanism known as Wide Error Motification (WEN) [14] is used for this
purpose. The results show that applying a caching mechanism with the specifications of
WEN is not suitable for all environments, rather, environments with long-lived

connections.

2. A comparat@e analysis featuring the effect of the caching mechanism "Wide Error
Notification" off the DSR's route maintenance process. This analysis will compare the

results of DS ;.II‘IE. t.l.l-l..j-l:fii“ll.?\i DSR 'm%d--A{)i']"n.*' “The results show that WEN has no

effect on improving the performance of original DSR with short-lived connections.
WEN had a very similar behavior to original DSR on route maintenance in regard to
small transfers. WEN’s effect on route maintenance caused DSR to have betier
performance than AODV with long-lived connections, and caused DSR to have a worse
performance than AODV with small lived connections.

3. A comprehensive evaluation of a DSR protocol that prevents multiple cached paths
to the same destination, partially imitating the AODV caching mechanism., in terms of a
specific set of performance metrics related to route maintenance. This evaluation is
compared to a similar evaluation of the AODV protocol in terms of the same set of

metrics. Preventing multiple paths in DSR helped improve DSR’s performance with



small-lived connections by reducing the number of invalid routes (route maintenance).
However, this improvement is small. There is an improvement on throughput and a
30% improvement on delay caused by invalid routes. Our study also shows that the
greater effect is due to another factor involved in the caching mechanism: DSR’s
inability to prefer fresher routes.

3 The GloMoSim simulation package (GloMoSim 2.03)

The GloMoSim (for Global Mobile system Simulator) simulation package provides a
number of functional capabilities in order to simulate the behavior of the AODV and
DSR protocols to adapt to specific scenarios. It alse provides means to retrieve and
analyze the simulation results, and to modify these protocols to reflect additional
specifications. OQur choice of GloMoSim was based on a number of characteristics;

+ Extensible: xtend if we are to add new

functionality.

e Flexibility:§he simulation package must be easy to mpdify if we are to manipulate
A . _ g

its functionalit

e Scenario generation: the simulation package can easily create traffic patterns,
topologies and dynamic events.

* Protocol availability: the original AODV and DSR protocols must have been
already implemented in the simulation package, so we can immediately apply our
modifications without having to build them ourselves.

e Scalability: A simulation package using parallel simulation to simulate a model can
significantly reduce execution times even with large network models.

GloMoSim is a scalable simulation library for wireless network systems built using the
PARSEC simulation environment [34]. Table 1, as presented in [1], illustrates the

GloMoSim models available at each major layer. Unlike existing network simulators



such as OPNET [36] and The Network Simulator (NS) [3]. GloMoSim has been
developed and designed with a goal of simulating very large network models. Network
models in GloMoSim can scale up to a million nodes using parallel simulation to
significantly reduce execution times of the simulation model.

GloMoSim is designed using a layered approach as most network systems adopt a
lavered architecture. This layered approach is similar to the Open System
Interconnections (OSI) seven layer network architecture. Between different simulation
layers, simple Access Point Interfaces (APls) are defined. This layered design doesn’t
only provide easy integration of actual operational code, but is also ideal for a
simulation model as it has already been validated in real life and no abstraction is
introduced. This layered design also allows the rapid integration of models developed at

different layers

Table 1: Models ctrrently in the GloMo$im library.

o

Layer:

[ r"-'if}d.f:_‘lﬁ;-

Physical (Radio propagation)

Free space, Rayleigh, Ricean, SIRCIM

Data Link(MAC)

CSMA, MACA, MACAW, FAMA, 802.11

Network (Routing)

Flooding, Bellman-Ford, OSPF, DSR,

WRP,AQODV.ZRP
Transport TCP, UDP
Application Telnet, FTP, CBR

PARSEC (for PARallel Simulation Environment for Complex systems) developed by

the Parallel Computing Laboratory at UCLA (for University of California, Los Angeles)




is a C-based simulation language, for sequential and parallel execution of discrete-event
simulation models [1]. It can also be used as a parallel programming language.

OPNET Modeler from OPNET Technologies Inc. [36] is a network development
environment tool with object-oriented modeling approach and graphical editors. Its
Model Library has dozens of models of network protocols, technologies and
applications including Wireless Local Area Networks (LANs) (IEEE 802.11).

The Network Simulator is a discrete event simulator developed by the University of
California at Berkeley and the Virtual InterNetwork Testbed (VINT) project [3]. It
provides substantial support for simulation of TCP, routing, and multicast protocols
over wired and wireless (local and satellite) networks. The disadvantage of NS2 is that

it is a large system with a relatively steep initial learning curve.

4 The Organizagion of Thesis

This thesis focusgs on the route maintenance process, its refationship with performance

3

and invalid ieSedotiapibidaibuiasiivis=abodl cxisting wireless ad hoc

networks routing protocols. Related work are presented in Chapter 2 and a brief
discussion of this work. Chapter 3 presents the simulation problem in the small transfer
environment. Two proposed solutions, results of simulating suitable simulation
scenarios, and discussion and analysis of the presented results are discussed. Chapter 4
proposes further analysis of the relationship between route maintenance and invalid
cache entries with longer transfers. Simulation, results and discussion are also presented

in this chapter. Chapter 5 draws the conclusions and suggests directions for future

research.



Background & Related Work

1 Overview

Mobile wireless networks are becoming increasingly popular as Mobile hosts and
wireless networking hardware have become highly obtainable. Mobile wireless
networks can be categorized into two main categories. The first is known as
infrastructure based networks. These networks have fixed and wired gateways. A
mobile host communicates with a fixed bridge in the network (base station) within its
communication range. During communication, the maobile unit is free to move
geographically. When a mobile host goes out of range of one base station. it can
connect with another base station. This is called handoff [28] [35].

The second category is known as infrastructureless based networks also referred to as

ad hoc networkge n be connected dynamically.

All nodes of thEse networks act as routers and take part i discovery and maintenance

of routes to oth@r nodes in the network [23].

In wired netwlitks. routing prolocols Senerally yse distance vector or link state

algorithms, and both require a periodic broadcasting of routing advertisements [28].
Distance vector routing operates by having each router maintain a table giving the best
known distance to each destination and which line to get there. These tables are updated
by exchanging information with the neighbors. On the other hand, link state routing
operates by having each router discover its neighbors, measure the metric, such as cost
and delay, to each neighbor, send this info to all other routers and finally compute the
shortest path to other routers. Each router has a complete view of the network formed
from the link information obtained by all routers.

Conventional routing protocols pass detailed topology information between hosts, thus,

they are not effective in an ad hoc network due to the high rate of topology change.



These protocols have not been designed specifically to provide the kind of dynamic.
self-starting behavior needed for ad hoc networks. In ad hoc networks, the information
about topology maintained in the routing tables is out dated carly after it being stored
and the propagation of this information is too slow to be accurate [28].

In ad hoc wireless network, a routing protocol must store and forward packets over
multiple-wireless-hop paths [23] [15]. A node may not have direct access to another
node in MANET due to power constraints that limit the nodes transmission range.
Frequency reuse [28] and channel effects and frequent topology change in ad hoc
networks would require storing packets waiting for a suitable transmission time.
MANETs have three main salient characteristicss Dynamic topologies, Energy-

constrained operation and Bandwidth-constrained [25].

routing protocols have been develope§ due to the inability of

-

conventional

ale 4o addrsce EY: BTV

ditions. Mobility, device

heterogeneity, bandwidth and limited battery power make the design of adequate

rouling protocols a major challenge [4]. A variety of wireless ad hoc routing protocols

have been proposed in the recent years [15].

2.1 Proactive Routing Protocols

Proactive (also known as table-driven) are routing protocols that attempt to maintain
up-to-date routing information from each node to all other nodes in the network. To
store routing information these protocols require each node to keep one or more tables
that maintain a consistent view of the network. These routing protocols differ in the

technique used to distribute the topology change information across the network and the
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number of routing-related tables preserved [13]. The following section will discuss one

of the existing table-driven ad hoc routing protocols.

2.1.1 Destination-Sequenced Distance-Vector Routing (DSDV)

The Destination-Sequenced Distance-Vector Routing (DSDV) [22] is based on the
classical Bellman-Ford routing algorithm [22]. The additional feature in DSDV over
traditional distance vector protocols is that it stamps each route table entry with a
sequence number to order the routing information and guarantee loop-free routes.

Each node in DSDV maintains a routing table containing all available destinations.
Each entry defining a destination has the following attributes: the next hop, the number

of hops to the destination, and a sequence number, originated by the destination node.

iven and event-driven routing
updates. When hetwork topology chianges are detected ev@nt-driven routing updates are
used in order tdquickly propagate the routing information{ To ease the potentially large

amount of netwiprk traffic the-routing table updates are’ sefit in two ways: a "full dump

or an incremental update.

The "full dump" type of packets may need multiple Network Protocol Data Units
(NPDU) to hold all the available routing information: to reduce the amount of traffic
generated, the incremental type of packets only carries the information changed after
the last full dump and should require only one NPDU. If a link to the next hop is broken,
due to mobility or any other reason, infinity metric and an updated sequence number is
assigned to every route through that next hop.

Sequence numbers are usually assigned by the source nodes and are even numbers; odd
numbers are used for sequence numbers that define infinity metrics. A broadcast route

update is triggered when a node receives infinity metric, and it has an equal or later
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sequence number with a finite metric. The route with infinity metric will soon be
replaced by the new route.

The route labeled with the highest sequence number is used. If two routes have the
same sequence number then the route with the best metric is used. For newly received
routes the metrics are incremented by one hop since packets require one more hop to
reach their destination. DSDV uses settling time to prevent fluctuations of routing table
updates caused by many independent nodes transmitting these updates asynchronously.
The settling time decides how long to wait before advertising new routes.

The DSDV protocol keeps track of routes very close to optimal and guarantees loop-
free routes to each destination in the network. Nodes are required to transmit periodic
routing update packets which are broadcast all over the network. The size of the routing

tables and the the number of nodes in the

network increafes, causing extremély large communicatin overhead. In a number of

simulations doge by [2]. it-is obvious that DSDV deliver§ all data packets when node

a

mobility rate afl speed are low, as node mebility incredseq it fails to converge.

2.2 Reactive Routing Protocols

Reactive routing is the freshest candidate in the set of scalable wireless routing schemes
[24]. The dominant candidates of reactive protocols are Dynamic Source Routing (DSR)
[8], Ad hoc On-demand Distance Vector Routing (AODV) [19] and Temporally
Ordered Routing Algorithm (TORA) [17]. This kind of routing is based on a query-
reply approach. This approach is formulated into two fundamental mechanisms on
which reactive routing stands [24] [28]. The first mechanism, known as the route
discovery process, is initiated only when a node requires a route to a destination and
doesn’t have one in its cache. The objective of this process is to find a route or all

possible routes to a destination. The second mechanism, the route maintenance process,



maintains the route once it has been established until either the route is no longer
desired or the destination becomes unreachable along every path from the source. These
two fundamental mechanisms are further described as follows:

A. Route Discovery

In the Route discovery phase, a broadcast packet known as the route request packet
(RRQ) is sent by the source node to locate the destination node in the network. MNodes
that have a valid route for the destination node initiate a route reply packet (RRP) back
to the source node after receiving a (RRQ). The RRP usually contains a list of nodes
along the path from the source node to the destination node [24].

B. Route Maintenance

As described in [24], the Route Maintenance phase ensures that the routes stored in the

Route Cache ar, et (ERR) and sends it to the

source after the data Tink Tayer (LL) of a node detdcts a broken link. Several
acknowledgem@nt mechanisms may be used for error (link{break) detection, such as the

Acknowledge ot ff{{f}(} packet for successful “packet Jtransmission, link detection

mechanism in 802.11 and others. The source searches its route cache and deletes the
routes containing the broken link after receiving an ERR. The source will then either
attempt to use other alternate routes in its cache if the protocol supports multi-path
routing or invoke another route discovery if the protocol supports single-path routing.

Section 3 provides more elaboration on route maintenance.

2.2.1 Ad hoc On-demand Distance Vector Routing
Ad hoc On-demand Distance Vector Routing (AODV) [19] is a development on the
DSDV algorithm discussed in section 2.1.1. The goal of AODV was to reduce the

number of broadecasts by creating routes on-demand as opposed to DSDV that
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maintains the list of all the routes. AODV utilizes a route table that is used to store the
destination address and the next hop address as well as a destination sequence number.

The objective of the sequence number is illustrated later in this section.

F0mace

Route Reply reverse path

Figure 1: Route Discovery in AODV
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Similar to all reactive protocols a source node in AODV finds a path to the destination
by broadcasting a route request packet. Each neighbor in turn will broadcast the packet
to its neighbors till it reaches the destination (as shown in Figure 1 part a) or till it
reaches an intermediate node that has route information about the destination in its
route table. A route request packet that has already been seen by a node will be
discarded.

When a node forwards a route request packet, it also records the node from which the
first copy of the request came in its route table. A reverse path for the route reply packet
is constructed using this information. AODV uses only bi-directional links because the
route reply packet follows the reverse path of route request packet. Each node down the

path enters the

ute reply packet follows the
tracks back to fhe source (as shown in Figure I part b). Sgquence numbers are used in

the route reque§l packet to ensure that the routes are loop free and to make sure that the

-

intermediate ndles prefer fresher routes-by réplving fo goute requests with the latest

information only.

Route maintenance in AODV normally requires that each node periodically transmit a
HELLO message, with a default rate of once per second. Failure to receive three
successive HELLO messages from a neighbor is taken as an indication that the link to
the neighbor in question is broken. The AODV specification alternatively suggests that
a node may use physical layer or link layer methods to detect link breakages to
neighbor nodes [19]. When a link goes down, any upstream node that has recently
forwarded packets to a destination using that link is notified via an UNSOLICITED

ROUTE REPLY containing an infinite metric for that destination. Upon receipt of such



a ROUTE REPLY, a node must acquire a new route to the destination using Route

Discovery [15] [19] [21].

2.2.2 Dynamic Source Routing Protocol

The Dynamic Source Routing Protocol [7] is a source-routed on-demand routing
protocol. Nodes maintain route caches that contain the source routes that it knows of.
The route cache entries are updated as and when the node learns about new routes.
When a node wishes to send a packet to a destination, it checks its route cache for a
route to the destination. If a route to the destination exists, then it uses this route to send
the packet. However, if the node does not have such a route, then a route discovery
process is initiated by broadcasting a route request packet.

The route requ e and the destination. and a

unique identifightion number. When “rccciving the requdst packet each intermediate

node checks tofee if it knows of a route to the destinatibn. If it does not, it adds its
i a

address to the r@ute record ofthe packet and broadcasis the packet to its neighbors. A

node only processes the route request packet if it has not previously seen the packet and
its address is not present in the route record of the packet to limit the number of route
requests propagated.

When the destination or an intermediate node with current information about the
destination receives the route request packet a route reply is generated [6]. A route
request packet contains, in its route record, the sequence of hops taken from the source
to the destination node. The route record is formed as the route request packet
propagates through the network (as shown in Figure 2 part a). If the route reply is
generated by the destination then it places the route record from route request packet

into the route reply packet (as shown in Figure 2 part b). However, if the node
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generating the route reply is an intermediate node then it attaches its cached route to
destination to the route record of route request packet and puts that into the route reply

packet.

bt o 9 destination
W o {146}

x Vel
W 8 - (6
3 & — ]

O

INRoute Reply reverse path

Figure.2: Route Discovery in DSR
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To send the route reply packet, the responding node must have a route to the source. If
it has a route to the source in its route cache, it can use that route. If bi-directional links
are supported the reverse of the route record can be used. In case bi-directional links are
not supported, the node can initiate route discovery to source and piggyback the route
reply on this new route request.

To maintain a route in DSR when originating or forwarding a packet using a source
route, each node transmitting the packet is responsible for confirming that data can flow
over the link from that node to the next hop. An acknowledgement can provide
confirmation that a link is capable of carrying data.

After the acknowledgement request has been retransmitted the maximum number of
times, if no acknowledgement reply has been received, then the sender treats the link to

this next-hop d remove this link from its

Route Cache afid should return a "Route Error" to eachfnode that has sent a packet

routed over tht link since an acknowledgement was fhst received. For sending a

-

retransmission @r other packets to this same destination. §f the source has in its Route

Cache another route to the destination, it can send the packet using the new route
immediately. Otherwise, it should perform a new Route Discovery for this target [6] [8]
[15]. Further detail on the DSR route maintenance process is provided in Section 3.1.1.
2.3 Hybrid Protocols

An adaptive hybrid protocol is desirable since requirements for network performance
vary among applications. Multi-media application can tolerate high loss rates, but
sensitive to variations in delay. TCP traffic is sensitive to ioss in the network. Devices
running on battery power are concerned with routing overhead. An adaptive hybrid

routing protocol requires the following three properties
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* Adaptive: The protocol should be applicable to wide range of network
characteristics.

= Flexible: The protocol should enable applications to optimize for different
application-specific metrics at the routing layer.

= Efficient and Practical: The protocol should achieve better performance than

pure, non-hybrid, strategies without invoking costly low-level primitives.

2.3.1 Sharp Hybrid Adaptive Routing Protocol (SHARP)

SHARP is an analytically-driven hybrid routing protocol that finds the optimal mix of
proactive route dissemination and reactive route discovery [29]. Sharp uses an

analytical mod can direct the routing layer

to optimize forf different metric of it’s choice, such as oyerhead, latency or jitter, for

routes targetinglthat node.

SHARP utilizes this fundamer;.tal lrade-cf; -I:relween proactive versus reactive routing to
find a good balance between route information propagated proactively and route
information that is left up to on demand discovery. SHARP utilizes both proactive
protocol and reactive protocol to perform routing by creating proactive zones
automatically around hot destinations. Nodes within the proactive zone maintain routes
proactively only to the central node. SHARP creates relatively large zones around
popular destination and relatively small proactive zones around nodes that get little
traffic[29].

Increasing the radius, SHARP can decrease the loss rate and the variance in delay, but
will pay more in packet overhead. Decreasing the radius, SHARP can reduce routing

overhead , pay more in delay jitter and experience higher loss rate.



SHARP’s reactive routing protocol is based on AODV, If the source is outside the
proactive zone, route request are broadcast by AODV. Nodes in the proactive zone of a
destination generate route replies to response. The proactive zone act as a collective
destination for data packets from the source. SHARP nodes continually monitor network
characteristics. Nodes in a proactive zone:

1. measure and maintain the average link lifetime of immediate links

2. Measure the average node-degree (number of immediate neighbors)

3. Aggregate the average link lifetime and the average node-degree with the values
received from other upstream nodes as part of the update protocol and broadcast
the aggregated-values periodically along with the update packet.

Destination n intad isti hat it has received.

1.

3. Averagg performance-n terms of fess rate and delal jitter over a period of time

combine the network characteristics and traffic metrics, the destination can compute
the optimal radius for its proactive zone.
The SHARP Proactive Routing protocol (SPR) is an efficient protocol engineered with
techniques borrowed from different routing algorithm such as Destination Sequenced
Distance Vector (DSDV) and Temporally Ordered Routing Algorithm (TORA). SPR
performs proactive routing by building and maintaining a directed acyclic graph (DAG)

rooted at the destination[29].
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3 Related Work

3.1 The Route Maintenance process

The importance of route maintenance and studying the routing protocols vulnerability
to node movement lays in the unstable nature of the ad hoc environment. Research is
going towards optimizing routes by prediction as to prevent link breakage in the case of
intermediate-node or destination movement [I18] [25] [31]. A number of these
optimizations are presented in Section 3.1.2. Such research is necessary to allow for the
understanding of the stability of routes and paths since they are very essential due to
their direct influence on the on-going communication between the two end nodes. A
better and more stable route maintenance mechanism in different mobility and speed
rates generally means a better routing protocol.

3.1.1 The DSRji=

advantage of thg gol. In order to provide these
features DSR utilizes a number of data structures described in section 3.1.1.2. The
following are a number of these additional route maintenance features related to our
study.
3.1.1.1 Additional Route Maintenance Features
A. Packet Salvaging

When an intermediate node forwarding a packet detects that the next hop along the
route for that packet is broken, packets destined over this link are dropped. If the node

has another route in its Route Cache to the packet's destination, the node could

"salvage" the packet rather than drop it. To be able to salvage a packet, the node needs



to replace the original source route in the packet with the route from its Route Cache.
The node then forwards the packet to the next node indicated along this source route

A count is maintained in the packet of the number of times that it has been salvaged,
to prevent a single packet from being constantly salvaged. Otherwise, there is a
possibility that the packet could enter a routing loop if different nodes repeatedly
salvaged the packet and replaced the source route on the packet with routes to each
other.

If the node sends a Route Error as described in Section 2.2.2, it should originate the
Route Error before salvaging the packet.
B. Queued Packets Destined over a Broken Link
When an intermediate node detects through Route Maintenance that the next-hop link

along the rout handle any pending queued

packets that arfl destined over this new broken link simifar to the way it handles the

packet detecting the link break as defined for Route Mfintenance. Specifically, the

a

node should rch its Network Interface Queue and Maintenance Buffer (Section

3.1.1.2) for packets for which the next-hop link is this new broken link. The node
should process each queued packet as follows:

- Remove the packet from the node's Network Interface Queue and Maintenance
Buffer.

- Originate a Route Error for this packet to the original sender of the packet, as if the
node had already reached the maximum number of retransmissions for that packet for
Route Maintenance. The node should send no more than one Route Error to each

original sender of any of these packets.
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- If the node has another route in its Route Cache to the packet's Internet Protocol (IP)
Destination Address, the node should salvage the packet as described in Section 3.1.1.1
part A. Otherwise, the node will drop the packet.

C. Increased Spreading of Route Error Messages

When a source node receives a Route Error for a data packet that it originated, it can
propagate this Route Error to its neighbors by piggybacking it on any subsequent Route
Request. Using this method stale information in the caches of nodes around this source
node will not generate Route Replies containing the same invalid link for which this
source node received the Route Error.
3.1.1.2 DSR Route Maintenance structures
A packet being transmitted could be queued in a variety of ways depending on the

structure and orf§ fcol stack implementation,

network intertace ware. Before transmission

by the network k protocol stack might be
queued at the opdia ; ibterface may also provide a
retransmission mechanism for packets, such as in IEEE 802.11 [28]; in the DSR Route
Maintenance mechanism only limited buffering is required for packets already
transmitted for which the reachability of the next-hop destination has not yet been
determined. DSR maintains two conceptual data structures that together provide the
necessary queuing behavior.

A. The Network Interface Queue

The Network Interface Queue is an output queue of packets from the network protocol

stack waiting to be transmitted by the network interface; this queue is used to hold

packets while the network interface is in the process of transmitting another packet.
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primarily define regions for transmission management[27].There has been work
enhancing AODV to provide more stability in the case of cluster merging. Clusters
allow auto configuration and reuse of [P addresses. The merging of clusters could cause

IP conflict. Solutions for broken fabrics and on-going communication have been

presented in [35].

3.2 Ad Hoc Caching Mechanisms

In an on-demand routing protocol a newly discovered route should be cached, so that it
may be reused the next time that the same route is requested. Two cases of route
caching exist [4].

In the basic case, source route caching, a source node caches routes so that a route is

available when an , demands it. The other

case is an extensiorfto the above; this case is calléd intermedfate route caching. Many

on-demand routing Protocols, such as AODV and DSR, allow @n intermediate node that

-

has a cached route =t bbbl Ly aor

the cached route. These
on-demand protocols also allow an intermediate node to cache info not destined to it.
The benefit of using route caches in the on-demand approach is two-fold. First and most
importantly, when a route request arrives, a route is immediately available, leading to
significantly smaller routing latency if the cached route is not obsolete. This is
specifically important in audio and video transmissions, since the successful play-back
of the received information is delay sensitive. Second, route caching reduces the control
traffic required to search the network for a new route.

A serious challenge to such protocols is presented regarding cache staleness. Caches
represent learned portions of the network topology; however, cache entries may become

invalid due to topology changes. A topology change could be two nodes moving out of
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wireless transmission range of each other. Nodes are oniy notified that one of its cache
entries has become invalid when the node itself actually attempts to use the cache entry
to route a packet. Although periodic routing protocols such as a distance-vector or link-
state routing protocol can distribute updated information in a logically timely manner,
periodic protocols have been shown to have higher overhead in a number of studies
[15][28]. Periodic protocols also take some amount of time to detect a link failure and
to distribute this information.

The cache staleness probiem is compounded when a node uses information from its
route cache that was learned from overheard packets. Stale information could circulate
in the network indefinitely [4]. For example, one node may use stale information to
route a packet, allowing a number of nodes to overhear that packet and to also cache

that stale routing i 4 stale link in their route

cache If they dofnot subsequently overhear the corresgonding route breakage

notification. The nfides may later use this stale routing infprmation to route other

a

packets starting ano

3.2.1 Caching Optimization

All optimizations in this section are presented as they are presented from their original
source. We applied little rephrasing so that the information is presentable. A reference
to each original source is placed after the optimization headline.

A) Epoch numbers [4]: This paper presents a new mechanism, called epoch numbers,
for reducing the amount of stale information in each node's route cache. It presents an
cache management that prevents a node from re-learning stale information about a link
after having earlier heard that this link has broken. This scheme does not rely on ad hoc

mechanisms such as short-lived negative caching of routing information; rather, this



scheme allows a node, having heard that a link has broken and having heard a discovery
of the same link, to sequence the two events and determine whether the link break or
the link discovery occurred more recently than the other.

B) Wider Error Notification [14]: In order to increase the speed and the extent of
error propagation, this method transmits route errors as broadcast packets at the
Medium Access Control (MAC) layer. Initially, the node that determines the link
breakage (via a link layer feedback, e.g.) broadcasts the route error packet containing
the broken link information. When a node receives a route error, it updates its route
cache so that all source routes containing the broken link are truncated at the point of
failure.

A node receiving a route error further propagates it only if cached route containing the

Using this method fute errors reach all the sources in a tree fashion starting from the

point of failure. S route error information is efficiently sght to all the nodes that

- a

forwarded packets dleons srsiof those nodes that may
have cached the broken route by overhearing it.

C) Timer-based Route Expiry [14]: Link breakage is detected only by a link layer
feedback when an attempted data transmission fails. If there is no attempt to use this
route the loss of a route will go undetected. The timer-based expiry approach described
in [14] will be able to clean up such routes. It is based on the hypothesis that routes are
only valid for a specific amount of time AT (timeout period) from their last use. Each
node has an associated timestamp of the last use of a cached route. This timestamp is
updated each time the cached route or part thereof is “seen™ in a unicast packet being

forwarded by the node. Portions of cached routes unused in the past AT interval are

pruned.
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The benefit of this approach depends on the selection of the timeout period AT. A small
value for the timeout may cause many unnecessary route invalidations, while a very
large value may defeat the purpose of this technique. Although well-chosen static
values a given network can be obtained, a single timeout for all the nodes may not be
appropriate in all scenarios and for all network sizes. Therefore, a Adaptive mechanism
that allows each node to choose timeout values independently based on its observed
route stability is desired.

However when many route breaks occur in short bursts with a large separation in time,
the average route lifetime does not accurately predict AT during the periods of 1o route

breaks.

D) Negative Cachgs [14]: To improve error handling in D§R, caching of negaiive
information has begn suggested in [14]. Every node cache§ the broken links seen

recently via the link layer feedback or route error packets. Within a At interval of

creating this entry if'a node 1s (0 forward a packet with a source route containing the
broken link, (1) the packet is dropped and (2) a route error packet is generated. In
addition, the negative cache is always checked for broken links before adding a new

entry in the route cache.

E) Path validation: [16]: This is an active mechanism for verifying path validity. A
path is validated by sending a test routing packet to the destination. If the destination
receives the packet, it replies to it or simply discards it. However, if the path is invaiid,
the test packet will be dropped and a route error packet will be sent to the source. The

source can then remove this stale path from its cache. Thus, the technique requires no
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support from intermediate nodes and generates overhead only for paths that the source
is interested in validating.

As described in [14], If a large number of cached routes are in the source nodes cache,
validating all of them at the same time may lead to significant overhead on the network.
especially if these paths are close to each other. Thus, validation should be applied
judiciously.

F. Scoped Route Searches [16]: This mechanism discovers new routes in the network
that have become available since the last search was applied. To limit the effect of
using low quality paths when shorter paths are available in the network, [16] introduces
periodic scoped route searches. These searches are similar to floods, but they are only

allowed to propagate X hops around the source. The value of X must be smaller or

network, they are exp
G. Path Pruning [16]: In a route request process many routes can be found: Both short,
high quality routes and long routes will be returned. The node will go through the list of
routes in its cache in the order of hop count; eventually it will reach and attempt to use
these low quality long routes. Path pruning prunes out low quality paths from the cache
to avoid using them. While other studies have ways to expire older cache paths, such as
timer based expiry described in this section part C, this method takes a risk-reward
based approach to expiring paths.

Protocols would like the paths in the cache to be high quality (short, and reasonably
fresh). Path pruning can help limit the amount of paths to be validated, as described in

this section part E, by removing the low quality paths. This method investigates criteria
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If the route was to remain valid throughout the connection lifetime, then the connection
would have minimum delay. However, due to link breakage and route maintenance,
further delay is added to the life time of the connection. The overall connection delay is
proportional to the number of route maintenance mechanisms. Route maintenance must
be taken in consideration to improve the performance of any ad-hoc protocol.

5.2 The Route maintenance-Caching Mechanism Relationship

Caching mechanisms and the route maintenance mechanism that are used in reactive
routing protocols, share a direct relationship with one another. Invalid cache entries
represent incorrect information about the network topology. A packet destined over a
stale or invalid route will eventually drop which will invoke a route maintenance

process. Route maintenance may be invoked in one other situation. When a broken link

is detected while routing data packets, as a:result of a sudden chpnge in topology. a
route maintenance proce§s occurs.

A caching mechanism fhat .increases the validity of cached ro@tes will reduce the

number of link breakages (route maintenance) detected due to invalid cache entries.
This will eventually reduce the number of data packets dropped and delay caused by

route maintenance, and the overall performance will improve.

5.3 Comparing Caching Mechanisms

As discussed earlier, Ad-Hoc protocols rely on a caching mechanism that involves
caching information about the network topology, which incurs a substantial amount of
effort in research, development and design in order to reduce the effects of stale routes.
Different caching mechanisms come with different advantages and limitations. Table 2

lists some of the basic characteristics of caching mechanisms discussed in this thesis.
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It is obvious in Table 2 that most caching mechanisms are applied on the route
maintenance process and do not have the ability to prefer fresher routes. In Chapter 3
we will show unsuitable such characteristics can be in a specific environment, such as

an environment of small transfers.

5.4 Validity of Cached Routes vs. Link Prediction

Link Predication has taken a large amount of researcher’s interest. Reducing the effect
of route maintenance on throughput and delay is the basic interest of these predication
algorithms. Link predication algorithms target route maintenance caused by mobility
[18] [25] [31]. Route maintenance caused by a link breakage due to the use of an

invalid cache entry can’t be predicted because the breakage occurred before the route is

used. As a result, Link pgdication cannot reduce the effect of route jnaintenance caused

by invalid cached entrig§ on throughput and delay, Increasing thq validity of cached

entries is the only way §o. reduce the effect of route maintenancg caused by invalid
o & i ! . ]

cache entries.
When attempting to reduce the effect of route maintenance on the performance of a
routing protocol, the life time of the connection should be taken in consideration. With
small transfers the life time of the connection is too short to apply link predication:
assuming a moderate mobility rate, the connection usually closes before any mobility
occurs. Thus, the only remaining factor is the invalid cache entry route maintenance.

5.5 Comparing Ad-Hoc Routing Protocols

As discussed earlier, table-driven routing relies on a routing table update mechanism
that involves the constant propagation of routing information, which incurs substantial
signaling traffic and power consumption. Since both bandwidth and battery power are

scare resources in mobile computers, this becomes a serious limitation. In on-demand
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Table 2: Comparison of the Characteristics of Caching Mechanisms

Caching Fresher Use of Ad- | Accumulated | Sequence Additional | Higher
mechanism | route hoc info numbers features quality
preference | mechanism (hop
count)

Epoch yes none none yes Epoch no. | no

numbers

Wide-error | no Route none no none no

notification Maintenance

Base DSR no Route none no Ves
Maintenance

Base yes yes

AOQDV mechanisms

Timer- yes Route one no

Based Maintenance

Expiry g i

Negative no Route none no none no

caches Maintenance

Path no Route none no Active no

validation Maintenance Packets

Scoped no none yes no Scoped yes

Searches Requests

Path yes none none no yes

pruning
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routing, when a route to a new destination is needed, it will have to wait until a route is

discovered, but in table-driven protocols, a route to every node is always available.

Hybrid protocols have also been introduced to utilizes this fundamental trade-off

between proactive versus reactive routing. Table 3 lists some basic differences between

the classes of protocols [25]. We added the hybrid column in Table 3.

Table 3: Comparison of Ad-Hoe Routing Protocol Categories

Parameter

On-demand

Table driven

Hybrid

Availability of routing
info

Available when
necded

Always available
regardless of need

Available according to
destination popularity

Routing philosophy

Flat

Mostly flat

Flat

Periodic route update

t required

Required across
entire-netwark

Hequired in proactive
zo

-1

Coping to mobility

FIRTOF T oTHer Hodes ] Maintain info about

discovery to achieve proactive zone central node
consistent routing and localized route
table discovery outside proactive
zone
Signaling traffic Grows with Greater than on- Balance according to

generation

increasing mobility

demand

targeted advantage
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Route Maintenance in On-Demand Protocols and Small Transfers

Route maintenance has significant effect on throughput and delay. Reducing the
number of route maintenance processes must be taken in consideration to improve the
performance of on-demand protocols.

Depending on the caching mechanism applied in an on-demand protocol in an
environment of mostly small transfers, the protocol may suffer from performance
degradation because of route maintenance caused by invalid cache entries.

Small transfers may constitute a significant portion of traffic in future ad hoc networks
[30]. These transfers may include resource discovery, text messaging, object

storage/retrieval, queries and transactions. Most performance studies of ad hoc routing

use long-lived randomly @ssigned conneetions that usually-tast thrdughout simulation
duration [30]. These congiections eniulate’ File Transfer protocol (f§p) or user-specific

Constant Bit Rate (CBR) fapplications. However, for short-lived snidll transfers routing

protocols may exhibit significantly different behavior [30].

The delay caused by a route maintenance process invoked during a small transfer is
expensive due to the short life time of these transfers. The suitability of integrating a
caching mechanism within the route maintenance process is questioned. Analyzing the
effect of such integration on throughput and delay is essential since many DSR caching
mechanisms are applied to the route maintenance process [14]. On the other hand,
AODV applies its caching mechanism on the route discovery process. In this Chapter,
we apply a study on AODY and DSR in regard to this context.

The rest of this chapter is organized as follows. Section 1 provides further elaboration
on the specified simulation problem. Section 2 defines the simulation model. Section 3

introduces the performance metrics. Section 4 shows the results of simulations and the



last two sections discuss these results and conclude a solution for the simulation

problem, respectively.

1 The simulated problem

According to [30] AODV ocutperforms DSR in an environment with low traffic and
small transfers. DSR heavily depends on caching route information. Trusting in such
route information would be an adverse affect in throughput in very light traffic
scenarios since cached routes are often out-dated. Researchers of [30] also suggest a
possible explanation in regard to the performance of DSR with small transfers. They
suggest that the multiple routes to the same destination maintained in DSR’s caches are
what cause this DSR performance. Early packet delivery failure involved with the

detection of a broken link§in a specific route only suggests the invali§ation of such route

entries. Other alternativg routes can be found .in the same ca@he. However, the

probability of that route peing valid is the same as all other route§ AODV’s caching
mechanism includes only yees , if the preceding
packets in a stream get a valid route to a destination, the chances of successful delivery
of subsequent packets to that destination are almost guaranteed. Therefore, AODV

seems to outperform DSR in such short grouped traffic patterns [30].

1.1 Increasing the validity of routes

Caching information is a basic strength of DSR in many cases presented in many
studies [2] [25] [24]. Optimizing the cached route validity in order to address the
simulated problem in this chapter is one of the most feasible approaches. This will
increase the validity of the Cached routes. Consequently, route maintenance invoked

due to invalid route entries may reduce, increasing throughput and reducing delay.
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To provide a solution we need to rephrase the problem. Here are the basic problems in

the DSR caches as presented in paper [14]:

1- Incomplete error notification: route error packets are only unicast to the source
[14]. This was solved by using piggybacking with route discovery packets,
however, intermediate node route replies prevent error propagation network
wide.

2- Mo expiry mechanism to expire stale routes.

3- Quick pollution: subsequent "in flight" packets can put stale routes right back in

cache (snooping cache helps for quick pollution).

Wide Error Notification, d@scribed in chapler 2 section 3.2.1, is a mathod deployed on

the original route maintenafjce mechanism which is triggered by brokeh links [14]. If all

connections started at the ¢ ginnin _of the simulation when short livell connections are
used, broken links (route maintena:, ardly everﬂc::ur. n this case, Wide Error
Notification is not effective in increasy . ; the validity of cached routes because it is
rarely invoked. However, in a more realistic communication model invalid routes may
already be placed in the route cache. These invalid routes when used will cause broken
link detection. Thus the route maintenance mechanism will be invoked. Wide Error
Notification will solve the first problem of DSR caches. And will thus increase the
validity of cached routes. This should reduce the number of route maintenances invoked.
Consequently increasing throughput and reducing delay.

According to the specifications WEN, presented in [14], we applied a number of

modifications on the original DSR implementation in the GloMoSim simulation

package. Such implementation required a great amount of understanding of the DSR
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prefer fresher routes). This i wue because ihicse two factors are the only factors

involved in the caching process. = ;. o¢ 3 illusiraies e algorithm used for this imitation

process .

a) After imitation A ) before imitation

o bigure 3: Disabling Multiple Pu@h-s indISR

It would require deep understanding of the DSR and AODV protocol implementation to
allow for the implementation of this partial imitation. Studying the protocol functions,
how they relate to one another and how caches are structured helped in producing an
efficient implementation of this imitation. We also applied an enormous amount of
testing to ensure that the newly produced code actually performed as desired.

We are trying to study and evaluate the route maintenance mechanism in both AODV
and DSR. We are also trying to figure out if these two routing protocol are using this
mechanism properly. In an ad hoc network where mostly small transfers are used it's
preferable that the route maintenance mechanism is used as rarely as possible. Because
the delay caused by this mechanism is very significant relative to the life time of such

short-lived connections. Having muitiple routes in DSR increases the possibility of
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“pause time” seconds, and then it moves to a randomly selected destination in the
1200m x 1200m area at a speed distributed uniformiy between 0 and “maximum speed™.
When the node reaches the destination, it stops moving for “pause time” seconds,
randomly selects another destination, and then :epeats the previously described process
for the duration of the simulation.

In our simulation, we use small transfers. If the nodes were to be stationary for any time
maore than 0 pause time, most of the packets would be sent before any movement takes
place. As a result, the movement scenario files are generated for a pause time: 0 only.

We use a maximum speed of node movement: 20 meters per second.

2.3 Communication Model

To be able to s

(T3 maintenance process in an

10 packets per séeond-s-used “ A-iyte-daterpasitetsis . A communication pattern
based on & bursts with 30 seconds between each burst and another is chosen
corresponding to 30 traffic sources at each burst.

The reason for choosing this specific communication pattern is that if all sources of
traffic were to start at the beginning of the simulation, most connections would be
closed before any link break occurs. Such a communication pattern is highly unsuitable
to our study since we are studying the route maintenance mechanism which is invoked
by link breakage.

We did not choose TCP sources because TCP adapts to the load of the network. If TCP
was used, the time when a node sends a packet would be different for different

protocols, even though they have the same data traffic and node movement scenario.
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Then it would be difficult to compare the performance of the original and maodified

protocols [25].

3 Performance metrics

3.1 The Route Maintenance Ratio

The Route Maintenance Ratio reflects the weight of the route maintenance process to
all processes for a specific protocol; in addition it shows the suitability of applying
methods on this process to improve the routing protocol. This suitability can be inferred
from the relationship between route maintenance and performance described in Chapter
2 {Section 5.1).

As for the importance of this metric to DSR it should reveal the effect of using the two
1, on the number of route

maintenances. Afly change in the number of route maintengnces will have an effect on

the number of dfopped pat:l::cts due to route maintenances gwhich is directly related to
throughput. The -. . . & metric.

Route Maintenance Ratio = (Number of route maintenances / (number of route
maintenances+ number of route discoveries))

In our study, we provide the following metric which is much more specific than the
earlier metric. The Invalid Route Maintenance Ratio shows the exact affect of any one
of the two methods, described in Section 1, applied on DSR to increase the validity of
the routes used by a specific source to an arbitrary destination. It also directly reflects
the relationship between the validity of routes and route maintenance.

Invalid Route Maintenance Ratio = (The number of route maintenances caused by

invalid cache hit / the number of route maintenances)
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Both of the pervious meitrics have their own individual importance. They also complete
one another.

3.2 Throughput

The importance of the following, the Invalid Packet Drop Ratio, is its direct relation to
the actual performance of the routing protocol. When a route maintenance process
occurs it is suspected that a number of packets are dropped. An increasing number of
route maintenances imply an increasing number of dropped packets. This metric is
formulated as follows:

Invalid Packet Drop Ratio = (number of packets dropped due to invalid routes/
number of dropped packets)

To back up this metric, we have chosen a definition of "Packet Delivery Ratio" that has

already been use t this metric to show the

actual relationship or weight of dropped packets caused by fnvalid Routes to the actual
performance of fhe protocol. The following is the presepted definition of “packet

delivery ratio”.

Packet Delivery Ratio = (the percentage of total successfully delivered CBR packets:

Total CBR packets- total dropped packets)/ total generated CBR packets.

We also introduce the Route Validity Ratio. This metric shows the number of invalid
routes to all routes used by a source node throughout the simulation. This ratio is
proportional to the Invalid Route Maintenance Ratio. So, reducing the number of
invalid routes implies reducing invalid route maintenances and so an increase in
throughput. This metric is formulated as follows.

Route Validity Ratio = (the number of invalid routes/ the overall number of routes

used by a source node).



3.3 Delay

Delay is an important metric in relation to route maintenance. The DSRK protocol
actually has presented the alternative cached routes used in the route maintenance
process as a method to improve the end-to-end latency. However, if that route was an
invalid cached route, it would cause more delay. The following is the definition of
delay caused by invalid routes.

Invalid Route Delay= the average (of the accumulated delay from when an invalid
cached route was chosen up to when another route is chosen in a specific connection).
The overall delay also requires a definition. A definition of overall delay used in [14]
defines Average end-to-end delay of data packets to include all possible delays
buffering route discovery, queuing delay at interface, retransmission delay, propagation

and transfer tim

3.4 Normalized gouting overhead

Routing overhea is an important performance metric; it§shows how much control

a

packets a prot ocol would like to use less
control packets to achieve the same functionalities. Routing overhead may increase the
load on the network which in tum may increase the number of packets being dropped.
The following is the definition of normalized routing overhead used in this thesis.

Normalized routing overhead= the number of conirol packets handled by a node

throughout the simulation.

3.4 DSR and AODV Simulation Results
The AODV and DSR simulations share the same data traffic and mobility scenario files

in order to allow for a fair comparison. A Visual Basic program was written to read the
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simulation trace files and extract the metrics we need. All simulations are done with the
GloMoSim simulation Package on windows XP professional.

Each simulation is repeated 10 times with different seed values. Each trace file
maintains the states of 100 nodes. This provides, in the best case, 1000 samples for each
value extracted for metrics integrated in the nodes state. The nodes state is maintained
in the GloMoSim Network Layer.

Each source node has a number of connections through the simulation time. Each
simulation has 240 connections over the life time of the simulation. Since each
simulation is repeated 10 times, this gives us a maximum of 2400 samples for metrics
integrated in the connection state. The connection state is maintained in the GloMoSim

Application Layer. More on Glomosim Layers can be found in Chapter 1 Section 3.

We apply these s

ulations on four different protocels:

A) The original pfotocols, DSR and AODV:

1) DSR wit H): This is the current

implementation of DSR in the GloMoSim package. This implementation
follows the specification of DSR Internet Draft (03). It applies error handling to
error packets over heard by a peek function when the protocol is under
promiscuous mode.

2) Ad-Hoc On-Demand Distance Victor (AODV): This is the current

implementation of AODV in the GloMoSim package. This implementation

follows the specification of AODV Internet Draft (03).

B) The DSR protocol with two different modifications:
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1} DSR with Wide Error Notification (DSR_WEN): This DSR protocol has all the
specifications of the current implementation of DSR. in the GloMoSim package
with a different Error handling algorithm. This algorithm follows the
specification of a caching mechanism described in Chapter 2 Section 3.2.1 part
B. This algorithm was first introduced in [14].

2) DSR without Multiple Paths (DSR_WMP): This DSR protocol has all the
specifications of the current implementation of DSR in the GloMoSim package
with a different route reply caching mechanism. This algorithm follows the
specification of a caching mechanism described in Section 1.2. According to our
knowledge this algorithm has been introduced in this thesis for the first time
individually in such a context. In [16], this algorithm has been presented as part

of a cachijg mechanism that applies pruning on caghes. In a certain situation,

caches m§y have one entry per destination. Mord on this pruning caching

algorithm §n this thesis can be foupd in Chapter Sectign 3.2.1 part G.

In order to retrieve the required information to calculate the results of the metrics,
described in Section 3. a great amount of effort and time is required. For each
performance metric a retrieval algorithm was designed and implemented in the
GloMoSim simulation package. These retrieval algorithms are designed to calcuiate the
required metric values and place them in a trace file produced at the end of the
simulation. To ensure that our retrieval algorithms work as desired, a large amount of

testing was applied.

4.1 The Route Maintenance Ratio
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Figure 4 shows the Routc Maintenance Percentage as a function of traffic load
(number of data packets sent by a traffic source). For DSR and all the modifications on
DSR, the Route Maintenance Percentage is independent of the traffic load, having a
high percentage ranging from 88% to 95% in all cases. There is a significant difference
between AODV and DSR. For AODV, the Route Maintenance Percentage is much
lower for all traffic loads ranging from 47% to 63%. The confidence interval is hardly
noticeable exhibiting a 90% confidence in the results shown in this figure.

DSR_WMP has a slightly less Percentage, because DSR_WMP increases the number of
route discoveries and reduces the number of invalid routes (see Figure 6) and therefore

reduces the number of invalid route maintenances.
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Figure 4: Route Maintenance Percentage as function of traffic load



In Figure 5, we present the results of the Invalid Route Maintenance Ratio. For DSR,
71% to 81 % of route maintenances are actually invalid. This ratio is high for all traffic
loads. For AODV, the value of this ratio is lower than DSR ranging from 26% up to
42%. Unlike DSR, this ratio seems to increase for AODV with the increasing of the

number of packets being sent by the traffic sources. The confidence interval obviously
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illustrates the accuracy of the results exhibited.

DSR_WMP has less invalid route maintenances than DSR_WEN due to applying one
entry per destination which has a better affect than trying to increase the validity of
multiple paths with small transfers. We conclude that optimizing the caching

mechanism applied to the route discovery process, like DSR_WMP, has better effect

maintenance process, like

DSR_WEN.
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AODV prefers fresher route and applies one entry per destination. As a result, it will
highly depend on route discovery to get a route to a destination. DSR_WMP’s caching
mechanism is a partial imitation of AODV’s caching mechanism which only applies
one entry per destination. Thus, the only logical explanation to the difference between
DSR_WMP and AODYV is the other factor, preferring fresher routes. Route discovery
combined with preferring fresher routes reduces the number of route maintenances and
the number of invalid route maintenances. The two Figures in this section clearly
illustrate that.

4.2 Throughput

Figure 6 shows the Route Validity Ratio as a function of traffic load. For DSR_PEH

and DSR_WEN, we have an almost identical result where the route validity ranges

from79% to77% es to range from 70% to

74%. DSR in alf cases has a similar reaction“towards any change in the number of
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Figure 6: Route Validity Ratio as function of traffic load
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Figure 7 shows the Packet Delivery Ratio for DSR and AODV as a function of traffic
load. With 25 packets being sent by the sources of traffic AODV shows a higher packet
delivery rate than DSR. For all protocols, the more data packets being sent the less
packet delivery ratio. AODV severely steeps as more data packets are being sent; on the
contrary DSR has an easier fall. As a result, DSR without multiple paths and AODV
meet with a value close to 20% delivery when sending 100 data packets. Again,
DSR_WEN and DSR_PEH have almost identical results. DSR without multiple paths

has a better performance than other DSR protocols.
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Figure 7: Packet Delivery Ratio as function of traffic load

It is obvious from these results that disabling multiple paths in DSR helped increase
DSR_PEH throughput (Figure 7). Figure 6 confirms these results; it shows that there is

a decrease in the number of invalid routes to the number of routes selected. Reducing
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the number of invalid routes implies reducing invalid route maintenances and so an
increase in throughput

AQODV only had better results in the first two cases of traffic load in Figure 7 because it
uses fresher routes and one entry per destination. AODV takes advantage of being able
to prefer fresher routes in these two cases only; because of this ability, AODV uses
route discovery more ofien increasing the overhead on the network. This overhead was
tolerable with very smali transfers: however with more traffic this overhead places too
much load on the network causing throughput degradation. DSR_WMP managed to
reduce the difference between DSR and AODV in these two cases. This reduction was
not full because DSR_WMP does not prefer fresher routes.

Figure 8 represe urce node point of view.
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The number of invalid dropped packets for all DSR protocols is very high in al! cases
with respect to the overall number of dropped packets. DSR has an Invalid Packet Drop
Ratio ranging from 77% to 94% indicating a strong relationship between packet
delivery ratio and invalid route entries. The Invalid Packet Drop Ratio shows slight
improvemeni after disabling the multiple path features in DSR_PEH, especially in the
last case where the number of packets increase (Figure 8).

AODV has a much lower ratio than DSR, ranging between 10% and 20% confirming
the result presented in Figure 6, that traffic load is the determining factor in AODV's
threughput performance; Figure § shows that most of the packets being dropped by
AODV are because of some other factor, other than invalid routes. The major factors

involved in packet dropping are: route maintenance and load on the network.

An interesting o valid Packet Drop Ratio is

X = b

similar to DSR Jn the first 3 cases {iﬂﬁ 50, 100 _packets) in keeping a steady light

decrease in the rfitio value, however it then diverts and indfeases in the last case (200

o, F-]

packets).
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4.3 Delay

Figure 9 shows the Invalid Route Delay as a function of traffic load. For DSR with
WEN and DSR with PEH the delay caused by invalid routes is very similar at all cases.
DSR without multiple paths has less delay caused by invalid routes than the other DSR
protocol. Disabling the alternative path service in DSR does help in reducing the delay
in such an environment. However, this reduction does not fall anywhere close to the
performance of AODV. AODY has the best performance of all protocols in regard to
this metric. The different protocols follow a similar behavior as the delay caused by

invalid routes seems to increase as the number of packets increase for all loads of traffic.
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Figure 9: Invalid Route Delay as function of traffic load
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In Section 1.2, we have described the imitation of the AODV route reply caching
mechanism to develop the version of DSR without multiple paths. We have also
illustrated in that section the two different factors involved in this process: the one eniry
per destination factor, and the fresher route preference factor. Figure 9 has been used to
extract the weight of each one of those factors on the delay caused by invalid routes.
Figure 10 is a demonstration of the result of that extraction. There is a higher weight to
the fresher route preference factor with approximately 70% of the weight. However,

there is significance to the 30% weight of the one entry per destination factor.

@ Fr-esher route preferance
it i
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Figure 10: Weight of Caching Process Factors on Invalid Delay

In our simulations, we use CBR connections. The CBR connections provide sources of
traffic, since the packets are sent through the network, this functionality is achieved
whether these packets arrive at the destination or not. The CBR traffic sources do not
retransmit the data packets. So, a CBR connection is established if at least one of the
specified packets arrives te the server (destination). However, if none of the packets

arrive at the destination, then the connection is never established.
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In Figure 11, the average delay for the established connection is shown. The different
protocol had different number of established connections. This Figure shows that the
average connection delay for DSR protocols is similar at all cases. AODVs curve starts
at the beginning of the DSR curve then DSR slowly moves away as it has a higher
elevation. In the last two cases with 100 and 200 packets being sent by the traffic
sources, AODV has some significant difference in delay compared to the DSR
protocols.

The following results will explain why the reduction in invalid delay caused by
disabling multiple paths in DSR, shown in Figure 9, was not confirmed by a reduction

in the overall delay of established connection.
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Figure 11: Average Delay for established connections
as function of traffic load

Figure 11 does not reflect the actual delay caused by all connections, rather, the

established ones. The Invalid Route Delay captures the delay caused by any invalid



rouie used through out the simulation for established and unestablished connections. It
is highly probable that the difference in the behavior of the protocols in this figure and
Figure 9, showing invalid route delay, is because invalid routes had a greater effect on
unestablished connections. This is confirmed in Figure 13 which shows that the
reduction in invalid delay caused by disabling multiple paths in DSE_ WMP caused an
increase in the number of connections actually established.

The reduction in unestablished connections means reducing the delay caused by trying
to reestablish them. So, the decrease in DSR’S invalid delay, caused by disabling
multiple paths, does have an affect in reducing overall delay by reducing the number of
unestablished connections. The small improvement on the number of established

connections caused be applying one entry per destination on DSR only confirms the

results shown in Figure 10 that the factor having the greatdr affect on performance is

the preferring fresher route factor.
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4.4 Normalized routing overhead

Figure 12 represents the Normalized Routing Overhead. DSR. with WEN and DSR with
PEH have the exact same curve. The performance of DSR according to this metric
degrades after disabling the multiple path service starting with 150 control packets and
ending with 350, nevertheless any DSR protocol has a much better performance than
AQODV at any time. In the first three cases AODVY has a smooth elevation, at the last
case AODV suffers from a rough increase in the number of control packets. AODV
starts its curve with an average of 750 control packets to end it with 2300 control packet

for each node.
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Figure 12: Normalized Routing Overhead as function of traffic load
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In the next figure, Figure 13, we illustrate the difference between AODV and DSR
without multiple paths in regard to the number of established connections. The number
of established connections for AODV is higher than DSR without multiple paths. In this
figure we only present the results of DSR _WMP and DSR_PEH since DSR_PEH and
DSR_WEN have similar results and DSR without multiple paths has the best of all

results comparing to DSR protocols.
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Figure 13: Number of connections established as function of traffic load
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5 Observations and Discussions
The simulation results bring out several important characteristic differences between

the simulated routing protocols.

#The number of route maintenances

DSR with all it's modifications always has a high number of route maintenances
comparing to the number of route requests. Most of these route maintenances are
caused by invalid routes. The Multiple path feature in DSR does not affect this metric.
A possible explanation is that even when one entry per destination is applied on DSR it
still uses intermediate caching of routes more often than AODV; such caching allows
dynamic change in the route, so no route request is made. AODV has a stricter route

reply caching m AODV will use the route

discovery proces§ more often. According to the definitionjof the Route Maintenance

Ratio discussed if§ this section, an increase in the number of foute requests will decrease

a

this metric.

DSR_WMP has less invalid route maintenances than DSR_WEN indicating that
applying one entry per destination has better effect than increasing the validity of
multiple paths with small transfers. DSR_WEN is applied on the route maintenance
mechanism whereas the DSR_WMP caching mechanism is applied on the route
discovery mechanism. Applying a caching mechanism on the route discovery process in
small transfers is more suitable. The performance of AODV also confirms this
conclusion.

Since AODV prefers fresher route and applies one entry per destination it will highly
depend on route discovery to get a route to a destination. DSR_WMP’s caching

mechanism is a partial imitation of AODV’s caching mechanism which only applies
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one entry per destination. Thus the only logical explanaticn to the difference between
DSR_WMP and AODV is the other factor, preferring fresher routes. Route discovery
combined with preferring fresher routes reduces the number of route maintenances and
the number of invalid route maintenances. A full imitation of AODV’s caching

mechanism would cause DSR. to act like AODV with small transfers.

s Thiroughput:

DSR has a very low throughput in our chosen environment because DSR uses multiple
paths and because DSR doesn’t have a way to prefer fresher routes. DSR. _WMP has a
higher throughput than all the other DSR protocols. This is because it applies route
requests more often, increasing the possibility of using more valid routes. The route

invalidity ratio sk mtes than all the other DSR

protocols. DSR_W%
as more packets @re being s.em. This is expected since wejapply bursts in our traffic
pattern, so the ng i p certain instant increasing
the possibility of packets dropping due to network load. The difference in the number of
packets between the applied cases may be to low to have such a fall in the packet
delivery ratio; however, the combination of the number of packets being sent at each
burst may cause significant difference. DSR_WEN has no significant improvement in
throughput possibly indicating that applying a caching mechanism on the route
maintenance process is not suitable.

AODV has a very interesting behavior in regard to the packet delivery ratio. It is only

logical for AODV to behave in such a way since AODV has an obvious rise in the

Invalid Route maintenances Ratio. Invalid Route maintenance is not the only factor,
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like DSR, AODV is effected by the load on the network even worse AODV increases
this load with it's own overhead (see figure 13).

The Invalid Packet Drop Ratio indicates that the invalid routes had the higher weight in
determining the behavior of DSR protocols in regard to throughput. This indicates that
route maintenances caused by invalid routes is the determining factor in the Packet
Delivery Ratio. It was expected that this ratio would be a straight line yet it slightly falls
as more packets are being sent by the sources of traffic. This is because the more
packets the more load, giving an increasing weight to that factor in regard to packel
dropping. As for AODV the Invalid Packet Drop Ratio is very low which is expected
since AODV has a lower Invalid Route maintenances Ratio. Similar to DSR, AODVs

Invalid Packet Drop Ratio in the first three traffic load cases slowly decreases. At the

last case, this rati gl behavior in regard to the
balance between packets ﬂi'op.ped due t6 .invalidit}* and thosq dropped due to load. This
abnormal behavio§ favors this particular ratio (invalidity).

Comparing to [3( DV outperforms DSR and
DSR keeps a steady performance on all traffic load cases even though we have
relatively different traffic patterns. However, we suggest a different explanation in
regard to DSRs steady throughput performance. Our explanation is based on studying
actual simulation results. On the other hand, their explanation is based on speculation.

Paper [16] studies DSR with one cache entry per destination. Similar to our results this
paper concludes that DSR_WMP has better throughput then the original DSR protocol.

This paper studies DSR_WMP in a completely different context yet the fact remains

that DSR_WMP has better performance than Base DSR according to this metric.
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sDiclay:

The Delay results presented in the last section exhibit AODV’s advantage over DSR.
AODV has the best performance in regard to the Delay caused by invalid Routes as
well as the best overall delay performance. Both protocois start with the same overall
delay for all established connections. With more traffic load AODV seems to
outperform DSR. The reason behind this performance is that DSR uses packet
salvaging which increases the overall delay. Even though salvaging is used in all traffic
load cases it has a higher probability when more packets are being sent.

Furthermore, AODV has a larger number of established connections in all cases. A

possible explanation for this behavior is the short Invalid Route Delay (Figure 9).

the number of i 'Z}llilfi routes used and so reduces_ the jhumber of invalid route
maintenances cau . . his has no effect on the
overall delay for established connections. However, it may have helped increase the
number of established connections. If the unestablished connections were to be re-
established, a reduction in the number of unestablished connections would reduce the
delay required to re-establish them.

The slight improvement caused be applying one entry per destination on DSR only
indicates that the factor having the greater affect on performance is the preferring
fresher route factor.

Similar results have been published in paper [16]. The researchers of this paper study

DSR with one cache entry per destination. DSR_WMP according to this paper has

better latency than the original DSR protocol. The Author of this paper did not highlight
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the relationship between the route maintenance process and caches as we do. As a result,
our metrics and the way they are conducted tend to differ according to the context.
Researchers of [14] study DSR_WEN and presents results on the delay using this
protocol. Delay is studied as a function of pause time and traffic load. The trafTic load
studied in that paper does not relate to the traeffic load in our study.

Similar results have been presented in [9]. In this paper researchers only study AODV’s
performance over different connection lengths. This paper provides an general

explanation of AODV’s performance with small transfers.

sNormalized routing overhead:

DSR outperforms AODV when it comes to nermalized routing overhead. The Multiple

path feature in S¥Mle explanation is that even

when one entry gr destination is applied on DSR, it still ufes intermediate caching of

routes more ofterfithan AODV'; such caching will allow dyndmic change in the route, so

a

.ﬁﬂﬁ:'u' ha :1 clr‘::':ler regat

no route request aching mechanism which

leads us to conclude that AODV will use the route discovery process more often.
MNormalized routing overhead is proportional to the number of route requests.

The number of connections has a direct relationship with Normalized routing overhead
in this context. From the DSE. Route Validity Ratio, we infer that most of the routes
taken to a destination are invalid. Consequently, all packets may drop due to invalid
route maintenances causing an unestablished connection. For DSR with multiple paths
most of these invalid routes are alternative route cache hits. For DSR without multiple
paths most of these invalid routes could be routes dynamically stored by intermediate
caching. This is highly probable since we apply a bursty iraffic pattern. As a result, for

all DSR protocols, relatively a small number of route requests are made. Route requests



05

have the highest weight in overhead since they flood the network. This explains the low
overhead caused by all DSR protocols comparing to AODV.

In many papers presented, AODV always has more overhead than DSR [2] [25] [30]. A
variety of studies have been made on the Normalized Routing Overhead regarding DSR
and AODV. This n-wtri*: has been siudied as a function of pause time and traffic load.
The results always show DSRs advantage over AODV.

Paper [14] studies DSR_WEN and presents results on Normalized routing overhead
using this protocol. In this paper, Normalized routing overhead is also studied as a
function of pause time and traffic load. However, the traffic applied in our study is

lower than the traffic applied in that paper.

eBurst Traffic P
Applying bursts § the traffic pattern had a gredt effect on Il the metrics presented. If
all connections atfempted to be established at the same time{the load on the network in

that instant would deady traffic pattern. This
increases the possibility of packets being dropped due to load, affecting the Packet
Delivery Ratio and the Invalid Packet Drop Ratio.

If all route requests where to be sent in a tight time interval (Burst) the route replies will
also come back in a tight interval. All route replies will have the same probability of
being valid since they reflect the network topology for that same tight interval. Between
every burst and another there is a specified silence period. During this period and

according to the mobility rate chosen in our environment, these routes will simply

become invalid.



6 Conclusion

Even though the performance evaluations of ad-hoc routing protocols with small
transfer traffic has been investigated in a previous study [30], they present a possible
explanation on DSR’s throughput behavior with no further elaboration on that matter.
In this Thesis, we simulate DSR, DSR with modifications and AODV with short stream
traflic according to a specific traffic pattern. This patiern was designed specifically in
order to evaluate the relationship between small transfers and route maintenance. In this
small transfer traffic pattern, DSR’s aggressive caching mechanism increases the
number of route maintenances caused by invalid cache entries. Such an increase has a
negative effect on delay and throughput. However, aggressive caching (Multiple paths)
is not the only factor involved in this negative effect on performance. DSR also has no

way to prefer fre ntain an invalid route and

on delay and th
that can prefer fresher routes and allows one entry per destination, DSR will have better
throughput and delay performance with small transfers.

AODV’s throughput decreases as traffic increases. AODV has better delay results as
traffic increases, in the context of small transfers, since most of its routes are valid. Asa
result, unnecessary route maintenances caused by invalid cached entries and the
degradation in performance caused by them is avoided. AODV often has better
performance than DSR when it comes to small transfers. This performance comes with
a cost of much larger overhead than DSR as it eften invokes expensive route discovery

phases.
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DSR_WEN has no significance in increasing the throughput or reducing delay.
According to our results, this silence can only indicate the unsuitability of applying a
caching mechanism on Route Maintenance with small transfers. Furthermore, although
the caching mechanism was applied on Rouie Discovery in DSR_WMP it was not

intensely effective since it did not prefer fresher routes.
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Route Maintenance in DSK and AODV with longer Transfers

Many caching mechanisms and optimizations on caching mechanisms are applied on
the route maintenance process, as shown in Chapter 2 Section 5.3. Applying a caching
technique on one of the two basic mechanisms of a reactive protocol, route discovery
and route maintenance, is usually based on a functionality achieved by that basic
mechanism. When choosing one of the basic mechanisms, the functionality and the
suitability of that basic mechanism must be taken into consideration.

In Chapter 3, we have shown that AODV’s caching mechanism, which mostly relies on
the route discovery process, has much better performance with small transfers than the

DSR caching mechanism which relies mostly on the route maintenance process.

In order to apply caching technique on the
route rnaintenanc@ mechanism must be studied_over a diffgrent range of connection
lengths. In this ch@pter, we study the suitability of integratinfg a caching mechanism in

the route maintengnce process. In Section Iy 'E.i?rt}‘n"idf_‘ 4 dgscription of the simulated

problem. Section 2 describes the communication patiern applied on the protocols.
Section 3 illustrates the simulation results and brief discussion, further observations and

discussion is presented in Section 4. In section 5, we show our conclusions.

1 The Simulated Problem
The simulated protocols:
1- AODV: implements a caching mechanism on the route discovery process with
one entry per destination and uses a sequence number to prefer fresher routes. It
also implements the basic method of deleting a route after receiving the unicast

route error packet submitted to inform the source that the link is broken [21].
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2- DSR_WEN: implements the basic DSR mechanism that relies on caching
multiple paths to a destination. The basic DSR caching mechanism does not
have a way to expire old routes and has no way of preferring [resher routes.
DSR_WEN is an optimization on the basic route maintenance process that

appiies an improved error handling algorithm [7].

This chapter contains a comparative analysis, studying the DSR_WEN and AODV
protocols in regard to the suitability of applying the caching mechanism on a route
maintenance process. This is done by studying the behavior of a protocol with such
characteristics, DSR_WEN, according to metrics that reflect the basic relationship

between the caching mechanism and the route maintenance process.

WEN has a specific characteristic over all other optimizatidns presented in Chapter 2

Section 3.2.1 of tiis th

esis. T .}1[5 I'I'lEChf:'-I.l'LiSITl is applied solely on the route maintenance
nrocess and it is . . §s as it is integrated in the
way the route error packet is handled [14]. This specific character is what defined our
choice in studying this caching optimization in particular.

We also study the behavior of the two protocols according to the communication
pattern we used in Section 2.3, but with longer transfers. Such a study will give us a
better idea on the actual effect of such a pattern in a more generic sense.

The simulation model is identical to that presented in Chapter 3. we only present in this

chapter some variations on the communication pattern to suit the specification of the

higher traffic load and longer connection length.
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2 Commuunication Model

In Chapter 3, to be able to successfully study the behavior of the route maintenance
process in an environment of small transfers, we generated a specific communication
paitern. In Chapter 4, we present further analysis of the route maintenance caching
relationship in longer transfers according to the same environment. However, some
adjustments needed to be made. Longer periods needed to be placed between one burst
and another so that the traffic load aciually reflected the number of packets in study .A
communication pattern based on 8 bursts with 300 seconds between every burst and

another is chosen corresponding to 30 traffic scurces at each burst.

3 Simulation results

3.1 Route Maintd

Fercentage is ind@ percentage. 98% in all
cases. There is a significant difference between ACDV and DSR, for AODV the Route
Maintenance Percentage is much lower for all trafiic loads ranging between 61% 1o

33% .The confidence interval is hardly noticeable exhibiting a 90% confidence in the

results shown in this figure.
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it was expected tat the behavior of AODV in this figure whuld follow its behavior in

= e

Figure 4, in Chapfer 2 However, 1t nfirm [30] suggestion, that
these protocols have completely diiferent behavior when it comes to small transfers.
The ACDV protocol seems to divert its logical behavior somewhere between 200 and
500 packets. This behavior depends exactly on the number of route discoveries. A
possibie explaination is that the number of route maintenances to route discoveries

increases with small transfers in AODV up to a certain point then decreases. The DSRs

route maintenance percentage increases with both small tranisfers and longer transfers.



3.2 Througnput

Figure 16 shows the Packet Delivery Ratio for DSR. and AODV as a function of traffic
load. Even though AODV has a higher packet delivery ratio than DSR with small
transfers, as shown in chapter 3, AODVs packet delivery ratio severely falls as more
data packets are being sent. DSR seems to outperform AODV with longer transfers in
regard to throughput. Again AODV has exwemely different behavior with smaller and
ionger transfers. DSR has & conlinuous steady behavior in all cases. Indicating that if' a
node is in a busty-mixed environment and had a choice of only one protocol, DSR

would be a more realistic protocol.
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Figure 16: Packet Delivery Ratio as function of traffic load
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Figurel7 represents the Dropped Packet Invalidity Ratio from intermediate nodes’ point
of view. The number of invalid dropped packets for all DSR protocols is very high in
all cases with respect to the overall number of dropped packets. DSR has an Invalid
Packet Drop Ratio ranging from 89% to 93% indicating a strong relationship between
packet delivery ratio and invalid route entries. AODV has a much lower ratio from the
intermediate nodes perspective. In Chapter 3, AODV with small transfers has similar
behavior except when 200 packets were being sent. This shows that route invalidity
seems to affect more at this specific point. It then diverts again and decreases with
lower ratio at 500 packets logically fitting the behavior of AODVs Route Maintenance

Ratio.
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Figure 17: Dropped Packet Invalidity Ratio (intermediate)
as function of traffic load
The previous analysis indicates that only with 200 packet traffic load does route
invalidity have a higher weight than usual in determining AODV’s packet delivery

Ratio, as shown in chapter 3. As a result, we may conclude that in every other case, the
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load on the network was a strong factor in determining AODV’s packet delivery Ratio
behavior. AODV is much more vulnerable to waffic load because of the additional
routing overhead it produces, see section 3.4. DSR is vulnerable to invalid routes when
it comes to the delivery ratio. This definitely explains AODV’s severe change as traffic
load increases and the steady change in DSRs throughput performance.

3.3 Delay

Figure 18 shows the Invalid Route Delay as a function of traffic load. For DSR with
WEN the delay caused by invalidity is high. AODV has better performance in regard
to this metric. The different protocols follow a similar behavior as the traffic load
increases. These results follow the results presented in Chapter 3, with small transfers.
Figure 18 also shows that the difference in DSR’s behavior and AODV’s behavior
becomes more o @

confirms the follo
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Figure 18: Invalid Route Delay as function of traffic load
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in Figure 19, the average delay for the established connection is shown. AODV has less
Delay than DSR in all cases. The difference in AODV’s behavior and DSR's behavior

become more obvious as load increases. Such results confirm the previous results on

delay caused by invalid routes.
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In Figurel5, we present the results of the Invalid Route Maintenance Ratio. For DSR,
87% to 93 % of route maintenances are actually invalid. This ratio is high for all traffic
loads. For AODV , the value of this ratio is always lower than DSR ranging from 42%
up to 50%. Both protocols have a steady increase at the beginning to later settle at a
specific ratio at the end of the curve. The confidence interval obviously iilustrates the

accuracy of the results exhibited.

Invalid Route maintenances Ratio

Figure 15: Invalid Route maintenances Ratio as function of traffic load

In Chapter 3, AODV’s Invalid Route Maintenance Ratio has a 20% rise between 25 and
200 packets with small transfers. In this chapter, the invalid Route Maintenance Ratio
has a 10 % rise over a much iarger difference in the number of packets with longer
transfers. Therefore, invalid route maintenance ratic has a higher rise with smaller
transfers indicating a higher weight on the route maintenance ratio. With larger
transfers more and more route discovery processes are invoked possibly increasing the
weight of load on AODV’s behavior. This explains why AODV has different behavior

with small and long transfers.
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In chapter 3, we presented the effect of unestablished connections on the delay results.
The two protocols presented in this chapter, AODV and DSR_WEN, have different
number of established connections with long transfers too; these results are exhibited in
Figure 20. Again AODV has the higher number of connections established, however,
with more traffic load DSR seems to catch up with AODV in regard to the number of

established connections.
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Figure 20: Number of connections established as function of traffic load

The difference in the number of connections established between AODV and DSR was
more noticeable with smaller transfers. Therefore, the difference in the number of
connections actually established with long transfers has less effect on the delay results
than it did with small transfers. Thus, with more traffic load the invalid delay presented

in figure 18 will be more involved with the overall delay results presented in figure 19.
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4 Observations and Discussions

The simulation results bring out several important characteristic differences between
the simulated routing protocols.

o The Route Maintenance Percentage

For DSR, the number of route maintenances is very high most of which are invalid.
This is true for both long and small transfers. The more traffic the more route
maintenances and invalid route maintenances. This implies that the dominant factor in
DSR_WEN is the validity of routes. This is exactly why DSR has a steady
performance according to all metrics.

For AODV, the number of route maintenance to all mechanisms rises with small

transfers and has a corresponding rise in invalid route maintenances. As more traffic

¢ Throughput:

For DSR, the throughput metrics show that the dominant factor on throughput is Invalid
Dropped Packets. The invalidity of routes is a general characteristic of DSR protocols,
this is why DSR has a steady decrease in throughput as the traffic load increases.
DSR_WEN has better performance than AODV in regard to this metric with longer
transfers. This indicates that having multiple paths and no way to prefer fresher routes
and using the WEN optimization is more suitable than the caching mechanism applied
in AODV. This is true because the AODV caching mechanism is the exact opposite of

DSR_WEN caching mechanism.
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For the same exact reason, AODV’s caching mechanism is more suitable than
DSR_WEN’s caching mechanism with small transfers. The number of route discoveries
produced by AODV, because of the nature of its caching mechanism, with small
transfers is tolerable. As a result, it did not have that much effect on throughput . With
more traffic load the routing overhead causes a significant degrade in AODV’s
throughput performance. These suggestions are confirmed by the Invalidity Dropped
packet ratio for both small and longer transfers (see [igure 8 and figure 17). This ratio
shows in general that load is the dominant factor on AODV’s throughput behavior.

Similar conclusions on the behavior of protocols in regard to longer transfers have been
presented in other studies [25] {5] [2] [9]. Researchers of [9] also investigate the

behaviar of only AQODV in regard to small transfers. However, the conclusion in paper

[9] only indicatffl a sirong relaticnship, befweer (his ferformance and caching
efficiency, which fas already bgen presented in {30]. Both tese studies do not present

an exact explanatign for this behavior as presented in our thegis.

sideiay

Regardless of the traffic load and connection length, AODV always has better
performance when it comes to delay. For AQDV, there are two major elements
effecting delay: the average number of invalid routes taken in a specific connection, and
the delay caused by route discovery.

The route discovery latency will be much higher than DSR since the DSRs route
maintenance ratio is much higher than AODVs. However, this latency will have less
effect than expected since we applied the bursty nature in our communication
environment. With such traffic, most of the route discoveries will be in a relatively

short interval of time, which gives a higher chance for constant intermediate caching.
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Intermediate caching will change the route dynamically, possibly even before a route
error packet is handled by the source. Such dynamic change will reduce the number of
route discoveries.

Unlike DSR, AODYV has a controlled caching mechanism that relies on fresher routes;
this will reduce the number of intermediate caching applied.

As a result, DSR. will apply more intermediate caching than AODV. This feature in
DSR compound with the multiple Path feature, will reduce the Route Discovery latency.
So, the major factor effecting DSR connection Delay is the average number of invalid
routes for a specific connection. Another factor affecting the delay on DSR is packet
salvaging which helps in increasing the average connection delay. Similar behavior in
Figure 18 and 19 confirm these suggestions.

The load on tra

best performancg in small and longer transfers. We also cpnclude that the number of

route maintenanges are the determining factor in delay. This is why DSR has longer

delay in all case§ e invalidity in routes has a
strong effect on delay since most of the route maintenances are actually caused by
invalid routes. According to this metric, it would be more suitable to apply a caching

mechanism similar to AODV’s caching mechanism that places most of the caching

process on the route discovery process.

eNormalized routing overhead
AQODV has more overhead than DSR. These results are similar to many papers that
studied the performance of these two protocols [2] [5] [9] [25]. The results presented

also confirm the results and observation in all the other metrics presented in this thesis.
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5 Conciusion
in this chapter, in order tc apply a fair study, we simulate DSR_WEN and AODV with
longer transfers according to the same specific traffic pattern used in Chapter 3. With
longer transfers, DSR’s aggressive caching mechanism increases the number of route
maintenances caused by invalid cache entries. Such an increase has a negative effect on
delay and throughput. However, the effect on DSR’s throughput is not as large as the
effect of the additional load caused by AODV's route discovery process on AODV’s
throughput. Thus, the conclusion we reached in Chapter 3 that says: “Based on a
caching mechanism that can prefer fresher routes and allows only one entry per
destination, DSR will have better throughput and delay performance” is only true with
smaller transfers. DSR’s caching mechanism, with its flaws, has better effect on the
performance of [

throughput metrigonly. However, this conclusion stands for fhe delay metric.

are two factors i per destination factor and
the preferring fresher route factor), we can’t conclude that multiple path is what

decreases or increases the route discovery latency.
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Conclusion and Future Work

In this Thesis, we simulate DSR, DSR with modifications and AODV with short
stream traffic according to a specific traffic pattern. We also simulate DSR_WEN and
AODV with longer transfers. The pattern was designed specifically in order to evaluate
the relationship between small transfers and route maintenance. To compare the resuits
of small transfers with longer transfers, the same pattern was applied on the longer

transfers communication model. The most important results are presented in Table 4.

With small transfers, AODV outperformed DSR. An explanation of this behavior was
presented in [28]. This explanation suggested that the reason behind this degradation in

DSR’s performance is due to multiple paths. After disabling this feature in DSR, the

improvement in fDSR’s ‘petformance’ was not ‘extrémely foticeable. Because of the
nature of our implemeritation’ of DSRWMP, we concludgd that the only remaining

factor effecting OBR*S performarnce 18 its inability to prefer ffesher routes.

Furthermore, we conclude that the reason behind AODV's performance with small
transfers is not having one entry per destination as presented in [28], rather, its ability to
prefer fresher routes.

The ability to prefer fresher routes is a feature applied on the route discovery process
and so is the ability to maintain multiple routes to the same destinations. These are the
major factors affecting the performance of protocols in small transfers. DSR._ WEN is a
method that provides wider propagation of route errors which eventually increases the
validity of routes. This method caused no significant improvement in the protocol
performance. This method is integrated in the route maintenance process. Therefore, it

is more suitable to place larger weight on specifically designing a caching mechanism



84

in order to integrate that caching mechanism on the route discovery process with small

transfers.
Table 4: Simulation Results of Long and Short Transfers
Enviroment Protocol Route Packet Invalid Normalized
Maintenance Delivery Ratio | Delay[second] | Routing
Ratio Overhead(cont
rol messages)
Long AODYV 37%-98% 17%-8% 14-128 56-48-38304
Transfers
DSR_WEN 61%-53% 18%-16% 56-304 483-1100
Small AODY 47%-63% 49%-18% 0.1-5 737-2289
Transfers
DSKETE G- 70 a-10 70 2-14 112-258
DSR _WEN 8996-95% J0%-16% 2-15 111-237
DSR_WMP 88%-93% 32%-20% 1-11 148-348

With small and longer transfers, DSR has a steady performance; this is because DSR

only relies on caching optimizations applied on the route maintenance process. The

number of route maintenances is high and the number of invalid route maintenances is

high. The invalidity of routes seems to be the dominant factor on the performance of

DSR. This is why DSR is open for improvement. Increasing the validity of routes in

caches or applying a caching mechanism similar to AODV’s is a choice DSR can make.

As for AODV such a caching mechanism is partially enforced; AODV can only have
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one entry per destination. However, since our results show that the factor causing
AODV’s performance degradation was its ability to prefer fresher routes, AODV is also
open for improvement.

DSR had better throughput performance than AODV with longer transfers. This is
because AODV produces so much routing overhead that it increases the load on the
network affecting its own throughput. The affect of route maintenance in general and
invalid route maintenance in particular on DSR’s performance was not as strong as the
affect of the AODV’s routing overhead on its performance.

A protocol would have the best performance if it applied a caching mechanism similar
to AODV’s with small transfers, and a caching mechanism similar to DSR’s with

longer transfers. In this case, the dominant factor on performance with small transfers

i the dominant factor on
performance with fonger tr.ans;i.lerﬁ wnuid"bc i-lwa'l.Id route majfntenances, which depends
on the efficiency df the cachir%g mechaﬁism in reducing.the nymber of invalid routes.

Since the cachingfwe e-co-much-atiostondatonel and throughput and there
are two factors involved in the caching mechanism (one entry per destination factor and
the preferring fresher route factor), we can’t conclude that multiple path is what

decreases or increases the route discovery latency.

1 Future Work
We have planned two future work:
= Applying a caching mechanism on AODV that does not prefer fresher route.
Study the affect of such an implementation on the number of route
maintenances and the number of invalid route maintenances. It is expected that

such an implementation will show degrade in AODV’s performance with small
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transfers due to an increasing number of invalid route maintenances. It is also
expected that this implementation will improve the performance of AODV with
longer transfers since it will reduce the number of route discoveries and so
reducing the routing overhead.

Applying two kinds of implementations on DSR. The first is to allow DSR to
prefer fresher routes with one entry per destination, and study the protocol
behavior with both small and long transfers. The second is to allow DSR to
prefer fresher routes with multiple paths. This will give a better indication to
the weight of the two factors (one entry per destination , ability to prefer fresher
routes) effecting the performance of the protocols. We will also study the effect

of such implementations on the number of route maintenances and invalid route
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APPENDIX
1. Using the simulation package GloMoSim
The following configuration was used for performing all the simulations described in
this Thesis:
Computer: Pentium 4, Dell Optiplex Gx240, 128MB RAM

Operating System: Microsoft windows XP Professional

GloMoSim version: GloMoSim 2.02

2. How to install GloMoSim on windows XP
*  Download the GloMoSim tar file
= Unzip the tar file

* Extract theffolder into any path.

= Create a pdth called c:\glomosim

* Place everjthing in the unzipped GloMoSim folder info the newly created path

* Create a path called cI\parsec

* Open the unzipped parsec folder, choice the suitable platform folder; place
everything in that folder in the newly created parsec folder.

= Create an environment variable called PCC_DIRECTORY with the value of
C:\parsec (the parsec path)

= Place the “parsec path™ in your path

= aC compiler is also a requirement including it’s associated environment

variables
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3. GloMoSim simulation model
The simulation environment needs to be set-up carefully to produce meaningful results.
The simulation set-up is called ‘simulation scenario® which is the input te the
simulation model. In GloMoSim this is usually provided by a file called “config.in™. In
general, a simulation scenario consists of three different main components (or
dimensions).
1)Routed Topology

» Defines the number of nodes and their connectivity

* Defines the links connecting the nodes, their bandwidth, delay, queuing

discipline and other characteristics

* Defines the routing protocols running in the nodes in terms of unicast

*  Traffic source can be: (uses a traffic model)

= constant bit rate (CBR) at rate R
* with distribution (Poisson or Pareto)
* trace driven
* Connection definition includes spatial distribution of connections (TCP

sender/receiver, or group members)

3)External events and Failures
*  External events include the temporal distribution of connections:
+ start and end of TCP connections

+ join/leave patterns for multicast group members
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= Failures include link failures, packet loss patterns and congestion patterns and
may follow a failure model or distribution

* Events may also include movement patterns of mobile hosts

This information is provided by “config.in” with the use of a number of parameters
which are parsed and assigned to variables in the simulation model. The general model
consists of a number of models. The communication model, the mobility model, the
propagation model, the radio model...etc. These models are clearly shown in Figure 22.
We have previously mentioned the specifications of the models of our interest. The

foliowing define our choice for the rest of the models:

Mac layer: The [EEE 802.11 distributed coordination functign (DCF) MAC is used. It
uses the RTS/ DATA/ACK: pattern_for all unicast pacHets and simply sends out

DATA for all broaficast packets.

Radio Propagation Model: The Radio Propagation Model uses Friss-space attenuation
(1/r2) assuming each node is at a line-of-site (LOS) from the node it is transmitting to

(i.e., no barriers between them).

Antenna: An omni-directional antenna with unity gain is used by mobile nodes.
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3. CBR model generation
In order to generate the CBR communication pattern we created our own generation
visual basic program. When creating this program we took into consideration a number
of issues:
* Random node number selection for severs and clients; in GloMoSim nodes are
given
* A node cannot be the server and the client of the same connection
* For our own interest, the node could be the source node of only one route to a
specific destination at a specific time.

The program would produce a *.in™ file with the following format:

QUssblL
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CBR [src] [dest] [items to send] [item size] [interval] [start time] [end time]
[src] is the client node number.
[dest] is the server node.
[items to send] is how many application layer items to send.
[item size] is size of each application layer item.
[interval] is the interdeparture time between the application layer items.
[start time] is when to start CBR during the simulation.
[end time] is when to terminate CBR during the simulation
this formant and other info can be found in the app.conf file which is located in:

c:\glomoism \bin\

4. Retrieving resfilts in GloMoSim fer both AODY and D§R

* In order tqretrieve info not already available in.GloMoSim new stats need to be

added in the protocol header file. Thr-a stats are represented by a structure of
different variables with different values. The stats of a protocol are part of the
routing information that belong to a specilic node.

« Inthe “.pc” file for a specific protocol, there is a function called at the end of the
simulation. This function is called the finalize function, this function prints out
the state information into the trace file.

At the end of the simulation the trace file “glomo.stat™ is produced. This file will
contain information about the layers you specify in your configuration file. information
about the stats maintained by each layer are presented as specified in the finalize
function of each layer. Figure 23 shows the retrieval algorithm for the invalid drop

packet ratio. Figure 24 shows retrieval algorithm for invalid delay.
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